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§ 160.300 
APPLICABILITY
This subpart applies to actions by the Secretary, covered entities, and others with respect to ascertaining the compliance by covered  entities with and the enforcement of the applicable requirements of this part 160 and the applicable standards, requirements, and implementation specifications of subpart E of part 164 of this subchapter.

§ 160.302 
DEFINITIONS
As used in this subpart, terms defined in § 164.501 of this subchapter have the same meanings given to them in that section.

§ 160.304 
Principles for achieving compliance
(a) Cooperation. The Secretary will, to the extent practicable, seek the cooperation of covered entities in obtaining compliance with the applicable requirements of this part 160 and the applicable standards, requirements, and implementation specifications of subpart E of part 164 of this subchapter. 

(b) Assistance. The Secretary may provide technical assistance to covered entities to help them comply voluntarily with the applicable requirements of this part 160 or the applicable standards, requirements, and implementation specifications of subpart E of part 164 of  this subchapter. 

§ 160.306 
Complaints to the Secretary

(a) Right to file a complaint. A person who believes a covered entity is not complying with the applicable requirements of this part 160 or the applicable standards, requirements, and implementation specifications of subpart E of part 164 of this subchapter may file a complaint with the Secretary. 

(b) Requirements for filing complaints. Complaints under this section must meet the following requirements:

(1) A complaint must be filed in writing, either on paper or electronically. 

(2) A complaint must name the entity that is the subject of the complaint and describe the acts or omissions believed to be in violation of the applicable requirements of this part 160 or the applicable standards, requirements, and implementation specifications of subpart E of part 164 of this subchapter.

(3) A complaint must be filed within 180 days of when the complainant knew or should have known that the act or omission complained of occurred, unless this time limit is waived by the Secretary for good cause shown.

(4) The Secretary may prescribe additional procedures for the filing of complaints, as well as the place and manner of filing, by notice in the Federal Register.

(c) Investigation. The Secretary may investigate complaints filed under this section. Such investigation may include a review of the pertinent policies, procedures, or practices of the covered entity and of the circumstances regarding any alleged acts or omissions concerning compliance.

§ 160.308 
Compliance reviews
The Secretary may conduct compliance reviews to determine whether covered entities are complying with the applicable requirements of this part 160 and the applicable standards, requirements, and implementation specifications of subpart E of part 164 of this subchapter.

§ 160.310 
Responsibilities of covered entities
(a) Provide records and compliance reports. A covered entity must keep such records and submit such compliance reports, in such time and manner and containing such information, as the Secretary may determine to be necessary to enable the Secretary to ascertain whether the covered entity has complied or is complying with the applicable requirements of this part 160 and the applicable standards, requirements, and implementation specifications of subpart E of part 164 of this subchapter. 

(b) Cooperate with complaint investigations and compliance reviews. A covered entity must cooperate with the Secretary, if the Secretary undertakes an investigation or compliance review of the policies, procedures, or practices of a covered entity to determine whether it is complying with the applicable requirements of this part 160 and the standards, requirements, and implementation specifications of subpart E of part 164 of this subchapter.

(c) Permit access to information.
(1) A covered entity must permit access by the Secretary during normal business hours to its facilities, books, records, accounts, and other sources of information, including protected health information, that are pertinent to ascertaining compliance with the applicable requirements of this part 160 and the applicable standards, requirements, and implementation specifications of subpart E of part 164 of this subchapter. If the Secretary determines that exigent circumstances exist, such as when documents may be hidden or destroyed, a covered entity must permit access by the Secretary at any time and without notice.

(2) If any information required of a covered entity under this section is in the exclusive possession of any other agency, institution, or person and the other agency, institution, or person fails or refuses to furnish the information, the covered entity must so certify and set forth what efforts it has made to obtain the information. 

(3) Protected health information obtained by the Secretary in connection with an investigation or compliance review under this subpart will not be disclosed by the Secretary, except if necessary for ascertaining or enforcing compliance with the applicable requirements of this part 160 and the applicable standards, requirements, and implementation specifications of subpart E of part 164 of this subchapter, or if otherwise required by law.

§ 160.312 
Secretarial action regarding complaints and compliance reviews

(a) Resolution where noncompliance is indicated.
(1) If an investigation pursuant to § 160.306 or a compliance review pursuant to § 160.308 indicates a failure to comply, the Secretary will so inform the covered entity and, if the matter arose from a complaint, the complainant, in writing and attempt to resolve the matter by informal means whenever possible.

(2) If the Secretary finds the covered entity is not in compliance and determines that the matter cannot be resolved by informal means, the Secretary may issue to the covered entity and, if the matter arose from a complaint, to the complainant written findings documenting the non-compliance.

(b) Resolution when no violation is found. If, after an investigation or compliance review, the Secretary determines that further action is not warranted, the Secretary will so inform the covered entity and, if the matter arose from a complaint, the complainant in writing.

Health Insurance Portability and Accountability Act of 1996

(HIPAA)

Public Law 104-191

Enacted August 21, 1996

TITLE II—PREVENTING HEALTH CARE FRAUD AND ABUSE; 

ADMINISTRATIVE SIMPLIFICATION

Subtitle F—Administrative Simplification

General Penalty for Failure to Comply With Requirements and Standards

Sec. 1176. [of the Social Security Act]
(a) General Penalty—

(1) In General—Except as provided in subsection (b), the Secretary shall impose on any person who violates a provision of this part a penalty of not more than $100 for each such violation, except that the total amount imposed on the person for all violations of an identical requirement or prohibition during a calendar year may not exceed $25,000.

(2) Procedures—The provisions of section 1128A (other than subsections (a) and (b) and the second sentence of subsection (f)) shall apply to the imposition of a civil money penalty under this subsection in the same manner as such provisions apply to the imposition of a penalty under such section 1128A.

(b) Limitations—

(1) Offenses Otherwise Punishable—A penalty may not be imposed under subsection (a) with respect to an act if the act constitutes an offense punishable under section 1177.

(2) Noncompliance Not Discovered—A penalty may not be imposed under subsection (a) with respect to a provision of this part if it is established to the satisfaction of the Secretary that the person liable for the penalty did not know, and by 42 USC 1320d–5 exercising reasonable diligence would not have known, that such person violated the provision.

(3) Failures Due To Reasonable Cause—

(A) In General—Except as provided in subparagraph (B), a penalty may not be imposed under subsection (a) if—

(i) the failure to comply was due to reasonable cause and not to willful neglect; and 

(ii) the failure to comply is corrected during the 30-day period beginning on the first date the person liable for the penalty knew, or by exercising reasonable diligence would have known, that the failure to comply occurred.

(B) Extension of Period—

(i) No Penalty—The period referred to in subparagraph (A)(ii) may be extended as determined appropriate by the Secretary based on the nature and extent of the failure to comply.

(ii) Assistance—If the Secretary determines that a person failed to comply because the person was unable to comply, the Secretary may provide technical assistance to the person during the period described in subparagraph (A)(ii). Such assistance shall be provided in any manner determined appropriate by the Secretary.

(4) Reduction—In the case of a failure to comply which is due to reasonable cause and not to willful neglect, any penalty under subsection (a) that is not entirely waived under paragraph (3) may be waived to the extent that the payment of such penalty would be excessive relative to the compliance failure involved.

Wrongful Disclosure of Individually Identifiable Health Information

Sec. 1177. [of the Social Security Act]
(a) Offense—A person who knowingly and in violation of this part—

(1) uses or causes to be used a unique health identifier;

(2) obtains individually identifiable health information relating to an individual; or

(3) discloses individually identifiable health information to another person, shall be punished as provided in subsection (b).

(b) Penalties—A person described in subsection (a) shall—

(1) be fined not more than $50,000, imprisoned not more than 1 year, or both; 

(2) if the offense is committed under false pretenses, be fined not more than $100,000, imprisoned not more than 5 years, or both; and

(3) if the offense is committed with intent to sell, transfer, or use individually identifiable health information for commercial advantage, personal gain, or malicious harm, be fined not more than $250,000, imprisoned not more than 10 years, or both.

	HIPAA IMPLEMENTATION TIMETABLE

	The Health Insurance Portability and Accountability Act of 1996 (HIPAA) requires all health plans, health information clearinghouses, and providers who conduct certain health care transactions electronically (collectively known as covered entities) to ensure that individually identifiable health information remains private and secure.  It also requires these covered entities (and their business associates) to standardize the way certain administrative and financial health care data is exchanged electronically.  The U.S. Department of Health and Human Services (HHS) plans to issue seven different regulations to implement and enforce these requirements.  These federal rules include: 

	Rule
	Purpose
	Enforcement Agency
	Proposed Rule
	Final Rule
	Compliance Deadline†

	Privacy
[45 CFR § 160 and 164]
	Prescribes the standards, procedures, and protocols covered entities must adopt to protect a patient’s right to keep their medical records and other personal health information confidential. The privacy rule outlines the procedures required for the exercise of those rights and the conditions necessary for others to use or disclose protected health information. 
	OCR
	11/3/99
	8/14/02‡
	4/14/03

	Security
[45 CFR § 160, 162, and 164]
	Outlines the minimum administrative, technical, and physical safeguards required to prevent unauthorized access to health information.
	CMS
	8/12/98
	4/21/03
	4/21/05

	“ADMINISTRATIVE SIMPLIFICATION”
	Electronic Transactions and Codes
[45 CFR § 160 and 162]
	Establishes uniform standards to govern how certain treatment, billing, enrollment, and other health information must be formatted (codes) and exchanged (transactions) electronically.
	CMS
	5/7/98
	3/24/03±
	10/16/02*

	
	National Provider Identifier
	Specifies the alphanumeric format for the code that must be adopted to uniquely identify providers (or sellers) of health care services for billing and other purposes.
	CMS
	5/7/98
	—
	—

	
	Health Plan Identifier
	Specifies the alphanumeric format for the code that must be adopted to uniquely identify group plans providing health care benefits through insurance.  Health plan identifiers are often used to enroll new employees; verify beneficiary (or employee) eligibility, benefits, and premium payments; and other purposes.  
	CMS
	—
	—
	—

	
	Employer Identifier
[45 CFR § 160 and 162]
	Specifies the alphanumeric format for the code that must be adopted to uniquely identify health plan sponsors (or employers).  Employer identifiers are often used to enroll new employees; verify beneficiary (or employee) eligibility, benefits, and premium payments; and other purposes.  
	CMS
	6/16/98
	7/30/02
	7/30/04

	Enforcement
	Establishes the framework for enforcing the administrative simplification regulations.
	—
	—
	—
	—

	OCR = HHS’ Office for Civil Rights
	CMS = Centers for Medicare and Medicaid Services 

	† Small health plans have one additional year following this date to be compliant.

‡ Originally finalized December 28, 2000, HHS proposed modifications to the privacy rule on March 27, 2002.  The modifications were finalized on August 14, 2002.  The compliance deadline did not change.
± Originally finalized on August 17, 2000, HHS proposed modifications to the transactions rule on May 31, 2002.  The modifications were finalized on March 24, 2003.  The compliance deadline did not change.
* The compliance deadline could have been extended by one year if a compliance plan was submitted to HHS before October 16, 2002.  Small health plans were not eligible for the conditional extension.
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